Journal of Harbin Engineering University
ISSN: 1006-7043

Vol 46 No. 6
June 2025

Developing A Blockchain-Based eVault For Legal Records

Ms. Shalaka Bibikar?, Dr. Aparna Hambarde?
Research Scholar?, Computer Department, K J College of Engineering and Management Research
Professor? Computer Department, K J College of Engineering and Management Research
Abstract

The research introduces a Blockchain-Based eVault for Legal Records (BEVLR), designed to address the
shortcomings of traditional legal record management systems. The InterPlanetary File System (IPFS) and
blockchain technology are integrated by the BEVLR to guarantee the secure, transparent, and immutable storage
of legal documents. Documents are safeguarded from tampering, unauthorised access, and alterations by
utilising the decentralised ledger of the blockchain. In order to guarantee that only authorised personnel,
including lawyers, clients, and judges, have the ability to access or modify the documents, the system
implements role-based access control (RBAC). Furthermore, the incorporation of an audit trail improves
accountability and transparency by monitoring document interactions. The research demonstrates how this
system improves the security, integrity, and scalability of legal document management, providing a foundation
for future advancements like smart contract integration to automate legal processes.
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P . gently req o The system is designed to serve as a foundation
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q 3 for future advancements, including the
ocument management.[3]. . .
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The decentralised and immutable character of
blockchain technology offers a transformative
solution for the secure storage and management
of documents [4]. It guarantees that a document
cannot be altered or tampered with after it is
published by utilising the cryptographic features
of blockchain technology, thereby providing
verifiable proof of authenticity [5]. The storage
capabilities are improved by the incorporation of
InterPlanetary File System (IPFS), which provides
simple retrieval and decentralised and secure file
storage[6].

This research suggests the creation of a
Blockchain-Based eVault for Legal Records
(BEVLR), a system that is designed to resolve the

processes and improve scalability [10]. The BEVLR
system will not only improve the security and
integrity of legal records but also provide the
necessary infrastructure for future advancements
in legal technology, such as smart contracts for
automating legal processes. Additionally, the
research explores how the system’s scalability
could support the growing demands of the legal
industry, ensuring that it can evolve with emerging
needs [11].
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Fig 1. Blockchain Proposal [12]

The emergence of blockchain technology has
created new opportunities for digital record-
keeping and safe data management, particularly
for sectors like the legal industry where data
integrity and authenticity are critical [13].
Blockchain is a distributed and decentralized
ledger system that stores data on many
computers, guaranteeing that it is visible, safe,
and unchangeable [14]. since of these
characteristics, it is the perfect technology for
handling private legal documents since it removes
the possibility of illegal data changes and offers an
auditable record for each transaction [15].

This paper aims to contribute to the ongoing
exploration of blockchain applications in legal
services, proposing a secure, efficient, and
innovative solution for managing legal records
[16]. The Blockchain-Based eVault for Legal
Records (BEVLR) will address critical issues that
traditional legal document management systems
face, particularly concerning security,
transparency, and data integrity. With
blockchain’s decentralized ledger technology,
once a document is uploaded to the system, its
data becomes immutable, ensuring that the
document cannot be tampered with, altered, or
deleted without leaving an indisputable trace. This
guarantees that all legal records remain authentic
and reliable.

The integration of IPFS (InterPlanetary File
System) further enhances the system's
functionality by providing a decentralized,
distributed storage system. This allows legal
documents to be stored securely while ensuring
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that they can be retrieved efficiently. IPFS's
decentralized nature ensures that files are not
stored in a single, centralized server, reducing the
risk of data loss or unauthorized access due to
server failures or hacking attempts.

Il RELATED WORK

Pallavi R et al. (2023) discussed the
implementation of blockchain for legal record
management, highlighting how blockchain's
decentralized and immutable features can
prevent tampering and ensure data integrity. They
explain that traditional legal record systems are
prone to inefficiencies and security issues, which
blockchain addresses by offering secure and
transparent transactions. Additionally, they
emphasize the potential of smart contracts to
automate legal processes, enhancing efficiency
and accuracy in record management. The study
demonstrates blockchain’s ability to improve trust
and transparency in legal systems, making it a
promising solution for the future of legal record-
keeping[17].

Kakarlapudi, P.V., and Mahmoud, Q.H. (2021)
discussed the development of a blockchain-based
system for private data management in their
study. They highlight the importance of
blockchain's decentralized and immutable nature
in ensuring the privacy and security of user data,
particularly in sectors like healthcare and data
management. The authors present a proof-of-
concept prototype developed using Hyperledger
Fabric, a permissioned blockchain platform, to
enhance data privacy and consent management.
Their system ensures that sensitive data is
protected from unauthorized access and
exploitation while maintaining transparency to
build user confidence[18].

SwethaR et al. (2024) discussed the development
of a blockchain-based eVault for legal records,
addressing challenges in legal document
management. They highlight how blockchain
technology’s  decentralized  structure and
immutable ledger ensure data integrity,
authenticity, and accessibility, offering a secure
solution for storing and managing legal
documents. The authors emphasize the use of
smart contracts and cryptographic techniques to
automate verification, access control, and
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auditing, enhancing security and streamlining
operations. The system also ensures compliance
with legal standards and provides a transparent,
auditable record of all interactions, fostering trust
and accountability among stakeholders[19].

Yeshwantrao, S.A., Satpute et.al (2024) proposed
an innovative solution for managing legal records
through blockchain technology in their work on
eVault. The authors emphasize how blockchain’s
decentralized architecture and immutability
overcome traditional challenges in legal record
management, such as data tampering and
fragmented access. The system they introduce
ensures secure, tamper-proof storage for legal
documents like contracts and court records,
providing confidentiality through encryption. They
argue that by combining  blockchain’s
transparency with user-friendly interfaces, the
eVault can greatly enhance the management and
accessibility of legal records, fostering trust and
security in legal processes[20].

Pratima Sharma et.al (2020) proposed cloud
technology gained popularity in recent years
because of its efficiency and availability, which
have shown promise in both academics and
business. Despite being a widely used technology,
the explosion of data sources has led to a rise in
storage and use issues since traditional data
management tools are unable to handle the
rapidly expanding data. In the original cloud
storage notion, The network may be the internet
or an intranet, the front end platform can be a
client or mobile device, and the back end platform
can be a server or data storage[21].

Naveen Kumar et.al (2020) proposed the two
main issues that users of e-health systems worry
about are security and privacy of personal health
information. Unauthorised users, including third-
parties, should not be able to connect the owners
of outsourced e-health records to them for privacy
concerns. In order to achieve unobservable
outsourced data access as well as data integrity,
this paper suggests a symmetric, key-based
strategy which uses multiple networks and
blockchain. Blockchains enable forward secrecy, a
crucial security need that prevents a medical
health care professional from seeing any future
health documents after her session ends[22].
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Mahalakshmi, B. et.al (2024) proposed a
blockchain-based eVault system for managing
legal records in their study. They discuss how
blockchain technology ensures the security,
transparency, and immutability of legal
documents by leveraging decentralization and
cryptographic protocols. The system includes
functionalities for user registration, document
upload, and judge review, with all actions securely
recorded on the blockchain. By integrating
Interplanetary File System (IPFS) for document
storage, the eVault ensures end-to-end
encryption and tamper-proof data storage. Their
work highlights the potential of blockchain to
provide reliable, transparent, and efficient
solutions for legal document management, while
fostering trust in the legal system through
immutable records of judgments and
metadata[23].

Jadhav, V., Jadhav et.al (2025), presented
SecureChain, a blockchain-based e-vault system
for legal records. They propose a solution that
addresses the limitations of traditional legal
record-keeping systems, such as tampering, lack
of transparency, and inefficient workflows. By
using Ethereum smart contracts and IPFS,
SecureChain ensures the tamper-proof storage
and secure management of case records. The
authors also discuss the integration of Aadhaar-
based authentication and MetaMask for identity
verification, along with role-based access control
for lawyers, judges, and clients. Their system
automates judge allocation through verifiable
random functions (VRFs) and tracks case progress
in real-time, providing transparent access to
public case metadata[24].

Dinde, S., and Shirgave, S. (2024) discussed a
decentralized legal document storage and access
framework using blockchain technology in their
paper. They emphasize the challenges faced by
the legal sector due to traditional centralized
systems that expose legal documents to risks like
unauthorized access and tampering. Blockchain
provides a solution through its decentralized
ledger, ensuring data integrity and security. The
authors propose using a permissioned blockchain
to manage document metadata while storing
actual documents off-chain for efficiency. They
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also implement a Role-Based Access and Security
model (RBAS) to ensure that only authorized
personnel can access sensitive legal
documents[25].

Il METHODOLOGY

This study proposes a Blockchain-Based eVault for
Legal Records (BEVLR) system to enhance the
security and integrity of legal document
management[26]. The methodology integrates
blockchain technology and the InterPlanetary File
System (IPFS) with role-based access control
(RBAC) to ensure secure, transparent, and
immutable storage of legal documents. The
approach is validated through a systematic
process that ensures robustness and efficiency.
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Fig. 2. The Flow Diagram of the Proposed Work
The process involves multiple stages:

Legal Documents Upload: Legal documents are
initially selected for upload into the BEVLR system.
The documents are securely uploaded using IPFS
to ensure decentralized storage.

Data Preprocessing and Encryption:
Preprocessing operations, such as data encryption
and file verification, are carried out to guarantee
that the documents are securely stored and ready
for blockchain integration. This step ensures that
no unauthorized access or modification is
possible[27].

Blockchain Integration and Validation: Once
uploaded, documents are associated with a
unique IPFS hash, and the transaction is recorded
on the blockchain. This ensures that any
interaction with the document, such as access or
modifications, is transparent and traceable.
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Blockchain's decentralized ledger ensures that
document integrity is maintained[28].

Access Control: Role-based access control (RBAC)
ensures that only authorized users (lawyers,
clients, judges) can access or modify documents.
The system verifies user credentials through
secure authentication processes, providing
differentiated access based on the role of the
user[29].

Audit Trail and Smart Contracts: An audit trail is
automatically created for every interaction with
the document, enhancing transparency and
accountability. The system’s potential integration
with smart contracts is explored to automate
document processing and legal workflows,
improving operational efficiency[30].

System Validation and Performance Metrics: The
system is validated through simulated use cases
and feedback from stakeholders. Metrics such as
security, transparency, and data retrieval
efficiency are measured to assess the system's
effectiveness. The system’s scalability is also
tested to ensure it can handle increasing data
volumes without compromising performance[31].

Table 1. System Validation and Performance
Metrics

Feature Technique /
Algorithm

File Deduplication | SHA-256 hashing

Decentralized File | IPFS via Pinata

Storage API

Access Control Role-Based
(RBAC)

Session express-session

Persistence

IPFS Pinning + | Pinata Content
Content Hashing Hash Algorithm

ul & Theme | CSS, Gradient,
Styling Flexbox Layout

Upload Logic + | Vanilla JS + Fetch
Dynamic Ul API

Deduplication Local JSON file

Record Store (hashes.json)
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Algorithm: Blockchain-Based eVault for Legal
Records (BEVLR)

Start
Input: User selects a legal document to upload.
Upload Document to IPFS:

Upload the selected document to the
InterPlanetary File System (IPFS).

Generate a unique IPFS hash for the document.
Encrypt Document:

Encrypt the document using AES encryption.
Hash the encrypted document using SHA-256.
Store Metadata on Blockchain:

Create metadata including the IPFS hash,
timestamp, and user details.

Store this metadata on the blockchain to ensure
immutability and traceability.

Authenticate User:
User logs in by providing credentials.

Validate credentials using JWT tokens and assign a
role (lawyer, client, judge).

Grant Access Based on Role:

Based on the role (stored in JWT), grant access
permissions (read, write, modify) to the
document.

Track Interactions (Audit Trail):

Record all document interactions (view, modify,
etc.) on the blockchain for accountability.

Execute Smart Contracts (Optional):

If needed, use smart contracts to automate
document workflows (e.g., approval, review).

End

This algorithm encapsulates the core steps for
securely managing legal documents, ensuring data
integrity, and providing role-based access control.

IV. RESULTS AND DISCUSSION

This study explores the development and
implementation of the Blockchain-Based eVault
for Legal Records (BEVLR), a system designed to
address the challenges faced by traditional legal
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record management methods. By integrating
blockchain technology and the InterPlanetary File
System (IPFS), this research investigates how
these advanced technologies can enhance the
security, integrity, and transparency of legal
document storage and management. The study
evaluates the effectiveness of the BEVLR system in
safeguarding legal records and explores its
potential for future advancements in the legal
sector.

_ 2 Client
e

Lawyer Login

lawyer1

Fig 3. Lawyer Login Interface

The figure depicts the login screen of the
Blockchain-Based eVault for Legal Records. It
includes role-based logins for Lawyer, Client, and
Judge users. The roles are icon-based, making it
convenient for users to choose their role prior to
login. The Lawyer Login area is live, in which the
user (here "lawyerl") is invited to input the
username and password. Once the credentials are
input, the Login button can be pressed to gain
entry into the system. The design is such that it is
user-friendly, with a strong focus on role selection
and safe authentication, so that each category of
user enters only the applicable features of the
legal document management system.
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Fig 4. Client Login Interface

The figure shows the Client Login Interface for the
Blockchain-Based eVault for Legal Records system.
Similar to the lawyer login, the Client login section
is highlighted, where users can log in by selecting
the Client role. In the Client Login section, the user
is prompted to enter their username and
password. After entering the correct credentials,
the Login button can be clicked to access the
system. The interface is designed for easy
navigation, ensuring that clients can securely
access their relevant documents and features,
while maintaining proper access control based on
user roles.

Judge Login

Fig 5. Judge Login Interface

The figure shows the Judge Login Interface for the
Blockchain-Based eVault for Legal Records system.
Similar to the Lawyer and Client login, the Judge
Login section is highlighted, where users can log in
by selecting the Judge role. In the Judge Login
section, the user is prompted to enter their
username and password. Once the correct
credentials are provided, the Login button can be
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clicked to gain access to the system. This interface
is designed for easy navigation and role-based
access control, ensuring that judges can securely
access the relevant legal documents and features
within the system.

Upload Document to IPFS

Logged in as: lawyer1 [lawyer]

Choose file IERIERLEET]

Upload Document

Fig 6. Upload Document to IPFS Interface

The figure shows the Upload Document to IPFS
interface for the Blockchain-Based eVault for Legal
Records system. This interface allows users to
securely upload their legal documents to the IPFS
network. To upload a document, users begin by
clicking the "Choose File" button to select a file
from their device. Once a document is selected,
the user can click the Upload to IPFS button, which
triggers the upload of the document to IPFS for
secure storage. After the document is successfully
uploaded, the user can click on the Display IPFS
Hash button to view the unique IPFS hash that
identifies the uploaded document on the
decentralized network. Finally, there is a Logout
button available, allowing users to safely exit the
system after completing their task. This interface
ensures a smooth and secure process for
document storage and retrieval.

58



Journal of Harbin Engineering University
ISSN: 1006-7043

v Bv  [gDeskiop
© Recents

A Applicati.
(=] Desktop

© Downioads
[ —

@ shalakabi,

= v Project-stage2 sample- Screenshot  test-image.jeg
[ Desktop 2025-0..4121PM

[3 Documents
& iCloud Dri.

£ Shared

[ Shalaka's.
he

= Screenshot
© Network 2024-12..458PM

[ Open |

Upload Document to IPFS
Logged in as: lawyer1 [lawyer]

[EISRI sample-document.doox

Fig 7. Document Selection for Upload to IPFS

This figure shows the document selection process
in the Upload Document to IPFS interface of the
Blockchain-Based eVault for Legal Records system.
The user has clicked the "Choose File" button, and
the file explorer window appears, allowing the
user to browse their computer for the file they
want to upload. In this case, the user has selected
the "sample-document.docx" file for uploading.
Once the file is selected, the user can proceed by
clicking Open, which will upload the document to
the IPFS network for secure storage. This step
ensures that the correct document is chosen for
upload and makes the file available for future
retrieval using the IPFS hash.

3O localhost:3000

localhost:3000 says
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Upload Document to IPFS
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Fig 8. Successful Document Upload to IPFS

This figure represents the confirmation message
displayed after a successful document upload to
IPFS in the Blockchain-Based eVault for Legal
Records system. The notification at the top of the
screen shows the message "Document uploaded
successfully!" confirming that the user’s selected
document, "sample-document.docx", has been
successfully uploaded to IPFS. The user can now
proceed to either Display IPFS Hash to view the
unique identifier for the document or continue
with other tasks. The interface also provides an
option to Logout once the task is completed. This
message assures the user that their document has
been securely stored and can be retrieved later
using its IPFS hash.

Upload Document to IPFS

Logged in as: lawyerl [lawyer

sanplo-donentdocs

Upload Document

Fig 9. Display IPFS Hash after Document Upload

This figure shows the successful display of the IPFS
hash after a document has been uploaded to the
Blockchain-Based eVault for Legal Records system.
After uploading the document, the system
generates and displays the IPFS hash for the
uploaded file, in this case, "QmalLmP..." which
serves as a unique identifier for the document
stored on IPFS. Additionally, the system provides
a View Document option that allows the user to
access the document using the generated IPFS
link. This link ensures secure retrieval of the
document in a decentralized manner. The Logout
button is also available for the user to end their
session once the task is complete. This interface
ensures that the uploaded document can be easily
accessed and tracked using its unique IPFS hash.
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Fig 10. Document Upload with IPFS Hash Display

This figure illustrates the successful upload of a
document to IPFS within the Blockchain-Based
eVault for Legal Records system. After the user has
selected and uploaded the document, the IPFS
hash is displayed on the interface, confirming that
the document has been stored securely. The IPFS
hash in this case is: “QmalLmP...”. This hash serves
as a unique identifier for the uploaded document
on the IPFS network. Additionally, the interface
includes a View Document button that allows
users to retrieve the uploaded document using its
IPFS hash. The Logout option is also available for
the user to end their session once they are
finished.

V. CONCLUSION

The Blockchain-Based eVault for Legal Records
(BEVLR) offers a transformative solution for the
secure and efficient management of legal
documents. By combining blockchain technology
with IPFS, the system ensures data immutability,
transparency, and secure storage, addressing the
vulnerabilities present in traditional legal record-
keeping systems. Role-based access control and
an audit trail enhance security and accountability,
providing a clear and verifiable history of
document interactions. The BEVLR system's
scalability allows it to handle increasing volumes
of data, making it a future-proof solution for the
legal industry. This research shows that blockchain
technology can effectively revolutionize legal
document management, improving both security
and operational efficiency, while setting the stage
for future innovations like automated legal
processes via smart contracts.
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